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Abstract

Maintenance of critical emergency infrastructure is
potentially lifesaving, but also expensive and tedious to
document and track. In this paper we demonstrate a
maintenance  system  based on Near Field
Communication (NFC). NFC-enabled mobile phones
and NFC tags are used to improve recurring
maintenance processes: the maintenance task itself
becomes more efficient; and the system facilitates real-
time documentation, central process control, and proof
of site presence.

1. Introduction

Maintenance of critical emergency infrastructure is
a potentially lifesaving activity. Therefore, a proactive
maintenance strategy with strict maintenance intervals
and accurate documentation is necessary and often
prescribed by safety and security regulations [1].
Unfortunately, maintenance tasks are mostly perceived
as a “necessary evil”. They are time-consuming and
unsatisfying for personnel [2]. With traditional paper-
based methods, e.g., maintenance books, the proper
fulfillment of maintenance tasks can only be controlled
in a very limited way. It is easy to falsely claim
fulfillment of maintenance tasks, e.g., by simply filling
out maintenance books once in a while or just before
control. As such false claims are relatively hard to
discover, there is only little risk for the personnel.
Compared to this, the overall risk of poor or missing
maintenance of these facilities can be rather high [3].

This paper demonstrates an NFC-based system
which makes false claims harder, using a server-based
process control and documentation web site and
synchronized secrets for an improved proof of site
presence. Our demonstrator implements weekly
maintenance of sprinkler systems, a task which is
required by legal regulations for fire sprinkler systems

installed in Switzerland. The maintenance task consists
of controlling pressure meters, valves, etc. Figure 1
shows valves and meters of a typical sprinkler system
whose proper function needs to be checked weekly.

Figure 1: Fire sprinkler system

2. Related Work

Maintenance systems based on Radio Frequency
Identification (RFID) already exist, e.g., for airports
and have increased efficiency and security of
maintenance processes there [1]. However, these
systems use industrial mobile RFID readers and are
therefore rather expensive to implement.

The main use of NFC is in the area of payment [4]
and ticketing, but also more generally for mobile
interaction [5]. Previous user studies have shown that
NFC is a very intuitive and convenient way to identify
tagged objects [6,7].

Some companies, e.g., Adamsoft [14] or Over-C are
already offering NFC-based solutions to document



presence of personnel at checkpoints for guarding
houses and facilities.

3. Concept

Our goal is to improve the quality of recurring
maintenance tasks. We propose to use NFC-enabled
mobile phones for this. Collected data like pressure
values or correct position of the valves can be entered
directly on the mobile phone. The presence of the
maintenance personnel at the point of maintenance is
enforced by physically attaching NFC tags to the
checkpoints and by making touching the NFC tags
with the mobile phone an obligatory part of the
process. This is done by applying synchronized secrets,
a method also used against counterfeiting to the area of
maintenance. In the following subsections we give an
overview over the system's design, present the method
of synchronized secrets, and describe the maintenance
process with the proposed NFC-based system.

3.1. System design

The system consists of a client application on the
NFC-enabled mobile phone which we called “Facility
Manager”; re-writable NFC tags which are attached to
or near the checkpoints; and a central server
application connected to a database for storing
maintenance information. Communication between the
mobile client and the server uses web services.

We use low cost tags and NFC-enabled mobile
phones. In contrast to other services that rely only on
reading object's tags, the proposed system needs to
write random data to the tags to provide a higher level
of security. During the actual maintenance task, the
system does not rely on an available Internet
connection. Only a temporary Internet connection is
needed at some time before and after the actual
maintenance task to synchronize data between the
mobile client and the server. Thus, the system can also
be used with offline data entry and inside facilities with
little or no network coverage.

The server system can either be run by the facility
owner or by an external company, e.g., facility
management company, insurance company, or federal
authority. In any case, central and real-time
documentation and control of the maintenance process
is possible. The documentation of the maintenance
process is available online on a website immediately
after the maintenance task is fulfilled and the
maintenance data uploaded.

The server system can also be used to send
automated reminders to the facility maintenance
personnel via E-Mail or text messages. If a
maintenance cycle is missed these communication
channels can be used to notify authorities or trigger
alarms.

3.2. Synchronized secrets

Touching the checkpoint tags — and thus presence at
the point of maintenance — is enforced by using
synchronized secrets. This method has been proposed
earlier for use with RFID tags for detection of cloned
RFID tags, i.e. counterfeit products, in supply chains
[8,9]. Here, synchronized secrets are used with NFC
tags to proof the physical presence of personnel at the
checkpoint. A sequence of random bytes (secret) is
generated in the server application for every
checkpoint at the beginning of every week. When the
maintenance process is started, the client application
downloads the secrets of the current week from the
server. During the actual maintenance task the secrets
are written to the corresponding NFC tags. In the next
maintenance cycle the secrets are read from the NFC
tags, compared with the stored ones of the previous
cycle on the server, and again updated by new random
bytes.

Missing maintenance cycles are easily detected as
outdated synchronized secrets and immediately visible
on the server website. As the maintenance personnel
needs to write the current secret to the checkpoint's
NFC tag every time and transfer the maintenance data
to the server, it is not possible to falsely claim having
been at the checkpoint (non-repudiation). Either, the
maintenance cycle would be marked as missed on the
documentation and control website, or the secrets on
the checkpoint's tags would differ from the secrets on
the server. This would trigger a mismatch at the next
maintenance cycle and can also be easily detected by a
controlling party comparing the stored secrets at the
checkpoints with the current secrets on the server.

3.3. Process description

When the system is installed, NDEF messages with
input field records and initial secrets are written to
NFC tags. These tags are securely attached to the
checkpoints of the fire sprinkler system. The
maintenance personnel is equipped with NFC-enabled
mobile phones with the Facility Manager application
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Figure 2: Screens of the mobile phone client application Facility Manager

pre-installed. On the server application a new instance
is created.

The weekly maintenance process consists of three
steps:

Step 1: The user starts the NFC Facility Manager
client application on the NFC-enabled mobile phone
and is then asked to start the maintenance process. The
client application opens an Internet connection and
downloads the secrets for the current week from the
server application. The mobile phone's unique
identifier is used to authenticate the device. The
Internet connection is closed again and the user is
asked to touch a checkpoint at the point of
maintenance. The number of total checkpoints needed
is shown on the mobile phone display.

Step 2: When touching the NFC tag of a
checkpoint, the client application reads the unique tag
ID, the stored secret, the label of the checkpoint and
the type of input required from the NFC tag. It then
writes the new corresponding secret to the checkpoint's
tag. Then, an input field is displayed on the mobile
phone screen for data entry. The input value is stored
together with the tag ID, the read secret and a
timestamp in the mobile phone. This step is repeated
for every checkpoint until all checkpoints are done. No
Internet connection is needed for this.

Step 3: When all checkpoints are done, the user is
asked to finish the maintenance process. The
application then opens a new Internet connection and
uploads the collected data to the server application. On
the server website the task for this week is now marked
as done.

4. Implementation

The maintenance checkpoints are tagged with
rewritable NFC Forum Tag Type 1 tags with a storage

size of 1kbit [11]. The tags store an NFC Data
Exchange Format (NDEF) message with two records
[12]. We introduce a new external record type — the
input field record - and wuse the URN
“urn:nfc:ext:ethz.ch:if” to identify this record type
[10]. The record contains two fields: Text for a label
and the type of the input field, which is stored as an
integer value. For the demonstrator, two different types
of input field are used: A text field (identified by the
value 0) and a boolean choice group (1). More input
field types would be possible corresponding to the
various input field types offered by the J2ME user
interface abstraction. Currently, the text field type is
used for input of, e.g., pressure values, and the boolean
choice group is used for answering yes/no questions.
The secret is stored in an additional text record.

The mobile client application is implemented as a
J2ME midlet on a Nokia 6212 classic mobile phone.
We used the Series 40 Nokia 6212 NFC SDK for
development [13].

The server application is implemented with the web
application framework Ruby on Rails. A sqlite
database is used for storing and archiving the
maintenance information. Communication between the
client and the server uses web services over HTTP,
using the concepts of ReST and JSON as the data
exchange format. The control screen can be accessed
with any web browser.

Figure 2 shows some screens of the mobile client
application. Figure 3 shows the screen of the
documentation and control website. Figure 4 shows the
client application in use at the point of maintenance.

5. Discussion

Compared to existing paper-based processes, the
proposed system brings several advantages:
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Figure 3: Documentation and control website

Figure 4: Use of the client application

The mobile input of maintenance data and transfer
to a central database allows for online and real-time
documentation on a website. Thus, proper and timely
fulfillment of the maintenance task can be easily
controlled in one central place. The server can also be
used to send automated reminders or to notify
authorities in case of missed maintenance.

Mobile phone devices are perceived as a very
personal device and can be uniquely identified. Thus,

maintenance personnel can be authenticated with the
system. Object identification with NFC is perceived as
fast, reliable and intuitive. The method of synchronized
secrets makes false claims of task fulfillment very
difficult. Compared to solutions with other mobile
RFID readers, the implementation of an NFC-based
system is relatively cheap.

A first evaluation was done by presenting our
solution to a group of risk engineers of leading industry
insurance companies, where we received very positive
feedback and great interest. The solution was also
presented to management executives of fire sprinkler
system providers who considered the solution well
suited for medium sized installations. According to
them larger sprinkler systems are already connected to
enterprise information systems.

6. Conclusion

This work presented an NFC-based system for
recurring maintenance processes. It combines the ease
of use of NFC with central process control and
documentation. For implementation we introduced a
new NDEF record type for input fields and applied the
method of synchronized secrets for proofing the
presence of maintenance personnel at the point of
maintenance. In our opinion the proposed system offers
significant benefits over traditional approaches for
facility maintenance. Its implementation is relatively
cheap compared to other solutions. Future work will
include further evaluation of the system in user studies



and on-site trials together with facility management
and insurance companies.
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